
Cisco Connected Grid
Powering End-to-End o e g d o d
Communications & Innovation

Stephen Goodman
Vertical Solutions ArchitectVertical Solutions Architect

19 October 2011



This presentation contains projections and other forward-looking 

Forward-Looking Statements
p p j g

statements regarding future events or the future financial performance of 
Cisco, including future operating results. These projections and 
statements are only predictions. Actual events or results may differ 
materially from those in the projections or other forward-looking 
statements. Please see Cisco’s filings with the SEC, including its most 
recent filings on Form 10-K and Form 10-Q, for a discussion of important 

f ffrisk factors that could cause actual events or results to differ materially 
from those in the projections or other forward-looking statements.
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• Internet of Things
• Electrification of Energy

C f N t k

Technology

• Convergence of Networks 

• Aging Population 
• Global Urbanization 
• Income Gaps Widening

Socio
Economic

• Energy Independence• Energy Independence
• Price of Electricity Increasing
• Energy Regulation Outdated

Policy
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TOLimited SensingLimited Sensing Deep Situational AwarenessDeep Situational Awareness

TOBatch ProcessingBatch Processing Real Time ProcessingReal Time Processing

TOCentralizedCentralized DistributedDistributed

gg

TOCentralizedCentralized DistributedDistributed

TOLi it d S itLi it d S it P i S itP i S itTOLimited SecurityLimited Security Pervasive SecurityPervasive Security
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TOProprietaryProprietary Open StandardsOpen Standards



Transform energy production, distribution and 
consumption using an end-to-end IP platform 
to sustainably meet the world’s future energy 
needs 

Ci C t d G id Vi iCi C t d G id Vi i
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Cisco Connected Grid VisionCisco Connected Grid Vision



Smart GridSmart Energy 
Markets

thethe
energyenergy networknetwork

l tfl tf

Utility

platformplatform

Utility 
Operations

Industrial
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Consumer

Industrial



The network and networking technologies will enable the electric 
id bgrid to become:  

OBSERVABLEOBSERVABLE AUTOMATEDAUTOMATED INTELLIGENTINTELLIGENT TRANSACTIVETRANSACTIVE

Deep 
Situational
A

Minimal 
Human 

S i i

Distributed 
M2M

I t lli

Distributed 
Market 

P ti i tiAwareness Supervision Intelligence Participation
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 Increase grid utilization Increase grid utilization  
and reliability

O ti i ti lOptimize operational 
costs 

Create platform for 
clean energy policy

New models of 
customer engagement

 Enable innovation 
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PolicyPolicy
Needs to 
Evolve 

Economics Technology
Must Articulate 
Customer Value 

Will Disrupt & 
Enable
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“The future is already here it’s just not evenly distributed ”“The future is already here it’s just not evenly distributed ”The future is already here, it s just not evenly distributed.   
- William Gibson, Author

The future is already here, it s just not evenly distributed.   
- William Gibson, Author

Sensing and 
Response

Clean 
Generation

Internet 
of Things

Perfect
Power

• Smart Monitoring
• Demand
• Smart Monitoring
• Demand

• Solar / Wind
• Distributed
• Solar / Wind
• Distributed

• Electric Vehicles
• N Way Smart
• Electric Vehicles
• N Way Smart

• Virtual Power 
Plants

• Virtual Power 
Plants• Demand 

Management
• Demand 

Management
• Distributed 

Generation
• Distributed 

Generation
• N-Way Smart 

Grids
• N-Way Smart 

Grids
Plants

• Distributed 
Storage

Plants
• Distributed 

Storage

2010 20192010-2019

2012-2025
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2017-2029



Canada Canada 
$150 billion in electric infrastructure $150 billion in electric infrastructure 

RussiaRussia
$15 billion by 2012 to upgrade its $15 billion by 2012 to upgrade its 
utilities using smart grid technologyutilities using smart grid technology

spend spend by by 2010. Ontario additional 2010. Ontario additional 
$$1B1B on smart grid by 2015on smart grid by 2015 EuropeEurope

Target 20% renewable Target 20% renewable 
production bproduction by 2020y 2020

USAUSA
2009 2009 ARRAARRA spurred $spurred $10B10B for for 
smart grid investment by 2014smart grid investment by 2014
EEIEEI estimates $1 trillion in grid estimates $1 trillion in grid 
investment by 2030investment by 2030

ChinaChina
Investing over $600 billion to develop Investing over $600 billion to develop 

its national smart grid overits national smart grid overgg
the next decadethe next decade

BrazilBrazil
InstallingInstalling 63M63M

Australia Australia 
$50 billion investment $50 billion investment in in electric electric 

infrastructure and smart grid by 2020infrastructure and smart grid by 2020

Installing Installing 63M63M
smart meters by smart meters by 
20212021
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The U.S. DOE defines Smart 
Grid as “an automated, widely 
distributed energy delivery 
network incorporating the 
benefits of distributed computingbenefits of distributed computing 
and communications to deliver 
real-time information and enable 
the near-instantaneous balance 
of supply and demand.”
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Distribution Distribution 
Automation & AMIAutomation & AMI

Secondary Load Secondary Load 
Control and Control and 

Demand ResponseDemand Response
Transmission & Transmission & 

SubstationSubstation IN
F

IN
F

IndustryIndustry
PremisesPremisesData AnalyticsData Analytics BUSINESS ARCHITECTUREBUSINESS ARCHITECTURE
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ElectronicElectronic
StabilizationStabilization

and  Regulationand  Regulation
SecuritySecurity

ManagementManagement



Technology Architecture

 Not just about new 
products or devices

 Framework for 
 integrating new g g

ecosystem partners
 communicating 

thought leadershipthought leadership
 using existing 

products in newproducts in new 
ways

 Provides a platform for 
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Th G t G E l tiThe Grey to Green Evolution
UTILITIES OFUTILITIES OF
THE FUTURETHE FUTURE

Transform Utility
Integrate new 

applications; transform PRODUCTIVEPRODUCTIVE

OPERATIONSOPERATIONS

Transform Utility 
Processes

applications; transform 
processes; expand 

employee skills

PRODUCTIVEPRODUCTIVE
GRID GRID 

CURRENTCURRENT Add Superstructure to 
Power Grid to Enable

Embedded sensing 
and processing; 

i ti
SMARTERSMARTER

GGUTILITIESUTILITIES Power Grid to Enable 
Digital Capabilities communications; 

software
GRID GRID 

GRIDGRID Improve Grid 
Infrastructure & Reliably 
to Support  Increasing 

Expanded capacity 
and new power 

systems technology
STRONGERSTRONGER

GRIDGRID
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pp g
Demand / Variability systems technology GRID GRID 



Build

Buy

Partner
Collaborate
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Co abo ate



End to End

Enterprise G id O & I t Transmission

ARCHITECTURE ARCHITECTURE ++ SECURITY SECURITY ++ CONNECTED GRID INTELLIGENCECONNECTED GRID INTELLIGENCE

Fi ld A Neighborhood P i Ap
Operations & 
Data Center

Grid Ops & Inter-
Utility Network & Substation 

Network

Field Area 
Network (FAN)

g
Area Network 

(NAN)

Premise Area 
(HAN/BAN) 

 Storage & 
Analytics

 Situational 
Awareness & 
Control

 Grid Sensing  & 
Observability

 Advanced 
Distribution 
Automation

 Scalability & 
Interoperability

G S &

 Distributed 
Generation

 Network 
Management 

 Protection & 
Security

 Regulatory 

Control

 Data Analytics

 National/ 
Regional 
Connectivity

 Adaptive 
Teleprotection

 Ultra-low 
Latency

 Cyber/Physical  

Automation 

 Distributed 
Intelligence

 Low Latency & 
High Bandwidth

 Grid Sensing & 
Asset Monitoring

 High Availability 
& Robust 
Security

 Visibility to 
Optimize Energy  
Usage

 Enable Demand 
Response
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Compliance  High Availability/ 
Low Latency

Security  Policy Based 
Mgmt & Robust 
Security

 Full IPv6 & Open 
Standards-based

 Policy Based 
Management



Security 
Architecture 

& Design

Product
& S t

Risk Based 
Th t & System 

Security
Threat 

Assessment

Operational 
& Project

Compliance

“Cyber Ops”
Threat 

Management
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ComplianceManagement



Implemented Through Systems and Solutions

DEFEND EXTEND PREVENT COMPLYDEFEND

Defend Grid 
Operations

EXTEND PREVENT COMPLY

Achieve Regulatory 
Compliance

Prevent Loss of 
Critical Assets

Secure Utility 
Connectivityp py

Threat Defense Secure Mobile 
Workforce

Physical and Data 
Loss Prevention

Governance, Risk 
and Compliance
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Securing the End-to-End Electric Power Supply ChainSecuring the End-to-End Electric Power Supply Chain



productsproducts
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Cisco 1000 Connected Grid Router
Indoor Model (din-rail mounted)Indoor Model (din-rail mounted)

Ethernet Switch
2GE WAN, 6FE

Serial 
RS-232, 
RS 485

Fiber WAN
2 GE SFP

Console & 
Alarm ports

RS-485

3 Phase AC input DC input Preliminary product visualization; final product design could vary
Integrated AC 
& DC PS

GPS Antenna Wi-Fi Antenna
Substation Hardened Convection CooledSubstation Hardened
Substation Compliant  -

IEC61850-3 and IEEE1613
Fixed Memory

Convection Cooled
No fans and/or moving parts
Increased Operating Temp
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 Estimated Dimensions:  8.9 cm (H) x 22.9 cm (W) x 20 cm (D) = 3.5” (H) x 9.0” (W) x 7.8” (D)

Slot 1 Slot 2Module Slots



Cisco 1000 Connected Grid Router
Outdoor Model (pole-top mounted)Outdoor Model (pole-top mounted)

Serial 

Ethernet Switch
2GE WAN (Cu or 
SFP), 6FE LAN

RS-232, 
RS-485

4 Module Slots

Preliminary product visualization; final product design could vary

Power Supply

y p ; p g y

Integrated Antennas for RF Mesh, WiMax, 3G 
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 Estimated Dimensions:  30.5 cm (H) x 20.3 cm (W) x 19 cm (D) = 12” (H) x 8.0” (W) x 7.5” (D)

 Antennas shown above are optional; can be deployed with external antennas



Energy Automation

 Integrated cyber security solution

Energy Automation

 Traffic prioritization & network 
segmentation

 Condition-based maintenance 
programs 

Cisco CGR 2010

 Fault isolation & location, 
restoration support

I t bilit d Cisco CGR 2010 
Connected Grid Router 

Cisco CGS 2520

 Interoperability across vendors 

 E2E manageability & diagnostics
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Cisco CGS 2520 
Connected Grid Switch



"Networking technology will serve as the 
platform of a smart more secure energyplatform of a smart, more secure energy 
grid for the 21st century. Cisco is 
uniquely positioned to provide a 
converged Smart Grid communicationsconverged Smart Grid communications 
fabric and to assist our utility customers 
with the kind of business transformation 
that will enable the efficient, effective 
transmission of energy and deliver 
entirely new, environmentally-friendly 
services to consumers."

John Chambers,
Chairman and CEO, Cisco
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